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Syst(itil lls;igo ist,h(! propos:d tt) ro]]M-,t, ill) iL,ly7,(), ;ll )(] pr(w.rvo (~v(~;ytilillg ail

illl)llt ii~~yslr(]kcs ,dl SySt(![ll CiLllS, all(l;Lll l)yt(~s tr;LllSIl}itt(. (ll}ll l/or hitnllrls.
hlr. (~ly(]o r(liLSOllS t]lat if;dl byt(% translnitt(v] Loor fr(ml the us(’r are

(1)11(’ctw], Ll]cr(i will I)(’ ;1 record Of illly ill fr;~ctioll that il Ils(’r irlight rwlllrnit,

or at h;wt of 1}](~;wtions th(~ Ilsor took to initii~t(t th(! in frarlio?l. ‘1’ho crll(. i;Ll

~)oil,t,(]fc.(]llrs(q, iswll(’thur y(mrwl r(irogtliz(?t ll(sl]llfri(?ll( lly byl(w wh(~l]yoll

W’ tll(’111. (.~ly(l(~’s int(~lltion Woullt h to provi(l(~ (’xp(’rt t(lois t(] rcwl this

lIlaSS of Ill fit(’riid to (1(’t(’ct (I(tvi;itions frf)m the uwr’s nortlla.1 p:tttorns.

l(;lrg(~r [K AI{(l s7] pr(wnts an illtvrvsting an(l solil(~wll;~t difrcront ;Il)

l)r{)it~l}. 11] it pap(’r (Iiroctv(l t(hvwr(l count(’ring il sp(wifir thro;~t ((lisrr(*-

Ii(jll; lry troj;ln hors(ts), hut iL(liLl)t~Ll)l(i .(} the ll)or(!g(~llf!rikl Sitilltion of lll(Jll -

itoring ,111(1conlr(dling !11(?pilrti;llly illltllori Z(J(l insi(](’r, II{; Sugg(lsts a(lv;Lnc(B

I ‘“”
.,

iLIliL Ysls of till! opor;dlllg r(}(lll lr(tlllcllts of .Sp(IClflc [) fXJgrillll,S. ‘1’11(’ sli(’11 or

rollllllall(l ]iLl)~llil~(* illt(lrpr(~t(lr us(~(l to (*x(*cuto the I)rogralll th(ln Iin]its 111(B

I)r(qgr;ull t()SI)crifir ?&cti()Ils, fil(>s, ()r(lirect()ri(l s,i~s(l(1(,lll(1(l il])j)rol)ri;,t( J])iL%()(]

011 111(I I)rior :LlliL]y SiS. Iftlt(! l)rogriLlll i~tl(’tti~ts tool) (’rilt(t” oulsi(h’ of tl}(’f%

tiil)[ish(~(] Ii[]lits, til(!shv]i interrupts (’x(wutiol] iLiI(i ask:; th(! Ils(’r wllilt tod o.”

AII an;dogl]fthis pro(wss coIIi(i I)(I US()(I tocontr(,i tl](?;u:ti(jrls ofirl(iivi(lllal

Ilsorsm A ilSi]~i~ pr(dilc wOIII(I I)c rrcatwl WII(*II (~iirll IIs(’r ~c(”ou,lt is (~stiLl)-

Iishv(i, Ath*lllpt.s to (~i}(’r:~t(’(l~ltsi(i(~ this profil(? woili(i orri~~ion” additional

Wlion 1)~ tll(’ S11(’11. ‘1’ilo iL(l(iiti(lllill aution rl)ight I)(’ iucr(’as(xl iHl(iilillg,iL .11

iliil, rlll li) tll(~ s(v’llrity ()[iiwr, or i)r(~vcntinn of th(? iWtioll.

Intrusion Detection

I\ll intrlfsiorl ill a Spt(’111 is :111 iitl(’lll])t I)y illly imsfm 10 iwrf(mm ;Wti(llls

for whi(”h Lllf’ iwrsf)l[ is [lot wltil(wid. ‘i’his ilih’lltiollililv i)roil(l (i(’hllitioll

ill(”ill(l(vi ilttl’lllllt. !i ll)a(’(wss tll(~ sysf(~fll I)y “oiltsi(l(~rs’” \Vllo(’illl I)(* tlloll~llt(}f

;1S 11.s(lrsW]lo ilro Iiot ;llllll(~riz,r(i 1(} Ijl’rfortll (Irly il(’1.ionS. It inriu:lvs :wtivili(w

!~v “illsi(l{’rh ‘-’ w’it{) ;iljlls(~ tll(~ir ;ti)ilil, v 10 ;u’(wss III(’ Sysl.[1111to 1)(’r forit] ill’tioll!i

(I;rwlli(ll tlIfIydI(~ II(,I :Illlll[,riz{vl. [l, ;lis(lill(.lil,l( s;~(l,ivili(~sl)y illsi[ll~rs l.h;lt,

,11)1)(.ilr I 11(”S:lllll’ (ill I II(* illl( iit rvrlw~l) ;Is ;tlllll(~riz(!fi df.l. ivil. i~v+, (Jsillg liI(’

w(~r(l I]r(l(’(,ssf]t III Wrili, l)(llSollill i(tl.l, (irs lili~<llt. fdl inft] Illis r;ll.of:(]ry, ‘i’h(’

tvrrll l)ll(lulhf~riw(l ;lf’/iflily ri’rt.r:: III ;IIIy ;Irlit]tl 11.y it Iisrr tllilt isolltsi(l{, Iliv

sr(ll)(~ (\ fil,(’livit, i(*s s;lli(.li!~it(.(1 !~y tl,{, svst.t~lll Ilr(li)rit,t,ors, It lltij<lll.r;lll~~[’rr(~lll

;llllIllll)ls 1.() l)(’ll(~lrill.(~ III(* sysf(,lil lo silllpty lllisllsill~( l~r(qgrnl:ls Lll;it Il;lwl

1)(11111ilr(wi~l(~~i with 1,111,!)’!ill Illl. [Illillllllorix(,(i iL(”t,iVil,mVIIIM’S 1101. 11(’( ’(%%il.r~ly

illli~i.y Ilyi);lssilll: ljr sll(l,llinl~ I.111*sysl.11111’s s(!cllrily r(lllllrl}ls.
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:\s tlIeox;LInplm ill lIIC pr(’violls paragr;iph sllggvst, (1(’to(”ting lln;~ll:,tl(>

riz{’(1 ;wt. ivity Illmy I)(* v(’ry difficult. outsi(l(’rs whos IIc(xw(l ill gottingorl th(l

sySt(IllI 11S(! ;L(_~olll)ts (at ](’iLSt t,tl(! first tilll(! that ttl(!y Sll~(”f’f’(i) t]l;lt ~]rf’a(]~

(’xist. ‘l’hilt r~l(’i~l)s th(’yl(mh Iilwinsidcrs, iin(l th(~y IIIIISL (10 s(}lnotlling v(lry

Ilnlisuiii to I)(? spotl(vl ,as intru(lcrs. Illlrll(l(!rs who intend syst(’rn pvnotratiorl

[Ilust rl(’ccssarily take itCt.ior:s t,hat ar(! v(~ry unusu;d. ll”ttl(’y ;~r(~skill(~(l th(’ir

;ir-lio]ls will not result in ,any unusual ,au(tit trails. l~m Oxarllplc, th(’y rn;i.y IN

skilld vnrmgh to “turn ofr” au(liting, to coww their trarks in the illl(!it trail,

oi” 10 ()[)(}rilt(~ ill ii 1(’v(’l (:Lr Cll(lllgh 1)(’IOW tll(! u.s(’r int(’rfiwf ’ ()[ tl!(’ oporaling

svs~(trll wllorc Ihcrc is likvly L() h(’ ]ill](’ or no au(lit. ing. l’in;dly, ir)trll(lvrs

who ilr~ ov(’rstop])ing or Irlisusing tll(’ir alltl)orit,y nlight not caus(’ ;mything

Strilrlg(! to ;Ll)l)(}ilr in th(’ir ;Lll(]it tr:ti]. For (}Xilllll)](!, if il p:’rson is assign(d

work t.tiitt, involves usc of a spr(xd-sh(’ct r;dculator , ;LIld SllhS(’(111(’flt]y IIS(’S

tlI(* salrl(~ :~mgr:ull 10 flI;LII:ig(’ ttlcir own personal inw:strll(’nts, l.hor(’ rll;ly 1)(’

rl(~thing llnll SlliLl in th(’ all(lit trikil.

‘1’11(’ l)ropoSil.lS” rn(’rltionwl ;LI)OV(*, with th(! cxcepti(m of tll(? l(;~rg(’r ilIl(l

(~ly(l(! l)r(l])().;iLIS, idl (OIIOW l)lMirillly th(! sarlm procwlur(’. ‘1’110Sy+t(’111 audit

lr:lik arc co]]wt.m] and ana]yz(d to d(’t(?rrnin(’ wh(’thor th(} ikCti VitJ’ SIIOWII

is “rlorlllid.’” ‘1’11(’ pr(lpos;ds (lifr(~r in how tll(qy (1(’t(’rtllirl(~ wll;tt Constitll!.os

I](jrlll;d :Lctivity, ‘1’11(’ (Jxp(’rt systv]ll propos;ds g(’11(’rillly filItl an vxpvrt t{)

(l~lscril)(l WI I;LLal)llorrll;d ;wtivity Itligtlt look like anil then al;lrv~ ;~ny tilllv it

I);ltlcrll ofi LrtiVit J” fits th(’ (Inscription. ‘1’11(! difficulty with this iLl)l)roilCh i%

Illilt l)iltf(’rrl$i Ilol tlloilgllt {)(])Y th(!(’Xp(!rt Wi]l nOt h(’(](’t(’Ct(’(1.

‘l’l:(}S1{] Intrllsion l)ct(lcti(]n Exp(*rt Systcrn att(?rrll)ts t(Jl)(s rll(Jr(! lllliforlll

in its tr(’iltrn(’nt 1)’j ik(l(!ptirlg i~ heuristic il])prOiLC1l. ‘l’!I(! pro~ram I)wolr’os

its owtl (Ixlwrt hy (wnstrllcting ;ln activity prdilu of each syslvrll uwr. [t

111(111(Ix;lll]i ll(tsslll)s{’(lll (’llt illl(lit trails toqn(l (Icviatiorls fr(m] tllc provi[msly

r(jnsl.rurlod usvr prdi]usm ‘1’llis will surc(’ssflllly (l(’t(’(’t al;ul;(t (-l;ws(Jfilltrll -

si(~l,s, ]Iilrli(lllilrly tllr)s.l illv[)lvi rlgill)llst’s wh(~r(’ tll(’ollly ill(lirator rll:ly 1)(’ :1

(“II;III}I,I1 ill worki llill)itS. I“’or l’Xillrll)l(’, il pm(m whost:wts rll:ln:lgilig illJwt

1111’111Sor rllnnin~ il 1)(’rSollill I)llsill(’ss lll;l~ (1(1 it ill, rligllt to ilVl)i(l vrl(”olltlll~rs

\\ ’ill) 111~1 1)oss, llowv\vIr. if III(I illtrllsiv(’ il(”ti Vil,y is ;llrl’il(l:~ Iwrllrrillg wll(’rl

III(I ;Ill(lilirlg syst(lll] is tllrrl(~(l or], or if tllv [1( ’ViiLtiorl S frorrl rlorlrl; d il,”li Vil.,V

;IrI’ sllldll, [lit’ syhtIIlll \vill Il(lt Iirl[l if,

‘1’11(1[’ly(!i’ ])r(lll(lSil.1 (Iil!ilrs I_r(]rll 111(’~~lll(rs (Irlly irl tllill it (I(ws riot rdv

[1[1 III() Il(}rrtl;d syslt,rll :~ll(lit Ir;lils. Illstl’;l(l. I.111’ (’l~(lf’ ]);l(’k:l~y’ (“(![1[’(1s its

IIWII (Irlll(.11 l;lr~,r) SI, t of /l;L[;L ;Irl(l ])rrforrl]s tll(~ so;lr(’tl for lllIIjslI;ll ;Ictivily

~~11 Ill;lt (1:11~1, ‘1’111’l”(~lli’1111(1 (I;tt:l ((]rlsisl:;(~f:lll tr:llli(ov (’r 1/() (ll:)rlll,’ls

I)llls s,l’sl{,rll {“ill I!; Irl;l{lt’ I)y Ils(tr l~ro(.(vw[vi, ‘I’II i:; ;llll.llor’s (Ixl)(’ril’11(1’ W’illl
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syst(~m pcnctr;~tions WOIII(I sugg(}st t,t)i~t the ,activit. ics ncccssary to pcn(~tr,atv

;~ sysi(’111 arc somewhat :Ilorc ]ikc]y 10 ;lppmu in this data co]](’cti(]li. Ski]h, (i

Iwnot.rators, in p;~rticlllar, l~lig}lt (lifr(!r sorll(~whnt from norrnalsyst(~m users,

in $mlll(’ systqins, in the syst~ln r,dls that their prOgriL[nS use. IIow(}vcr, in

t-y!ncra], th(!rc is II(J r(wson to suppo;;c that, even if d the systcm cd]s arc

(’XiMl)illd, they vfoul(l 1)(! r(’cogniz(d il.%unusual.

‘1’h(’ common fik.Ctor in all of the a.pproaclws dcscribd is that l,llcy (I(?prm(l

on h(!ing ill)10 to t(*l] t])(! (Ii frcrenrc between normal and al)norm(a.l activity.

:f]lno~t id] of L]I(’111 try to do this by lookirrg at the standard syst(’m iLll -

dit trail. ‘1’11~’ iitl(lit triti! produr,c(l hy most opcrat. ing systems is a r(w9rd

of events (Icsign(d to facilitate customer hilling and performance illlidy SiS.

hli~l)) itorrls; ir{~illsoil lclll(l(~(l” toal]ow users to(liagnosc thercwmns for fail-

Ilro of sp(wific JOIN+. In most syst(’ms, no in forrnidion is spcr,ifically inclu(lv(l

to f;l~ilitill’ [1(’t(’cti(}ll of intrusions.

/\ll(lit tr;ti]s USC(1 for s(x-llrity have two very (Iiflkrcnt purposwi with (lif-

Iorillg in forllliktion” r(’(lllir(~lIl(lf]ts. ‘1’hc first purpose is to (Ictwct intrllsi(ms

(yith(~r aft(~r tll{: fact or while they arc under Way. ‘1’da.y the (Ictcctirm us

{IsII;L]ly p(~rfor:l)(!([ hy it s(~cl]rity of fic(!r reading the raw audit trail or il r(’-

(I IICP(I v{trsioll of it the n(’xt day, SIICCCSS rcquircw tl’c ability to lnitk(~ th(~
(Iistillction l)(!tw(I(’11 logitim;~t(~ itl~[l ill(~gitim?’.t(~ (w(mts. Flcith(tr the syst(~lll

il:l(lit trilil nf)r th(’ (1;11;1 rollcrt(l(l under the (~ly(lo propos, al ordinarily con-

titil)s(’l~ollgtl inrorm:dion” to lll;~k(’ tllis(listirlctiorl in anau~ornatod way. ‘1’II(!

S(J(’O1)(l pllrpos(~ ()( s(}rllrit~ illl(]it tr;l,i]s is to ffi~ilitiLf,(? ~~(];l[nil#* il.~s(%htn(’!lt

aftvr all intrilsioll has I)(VIII (Iisrov(’r(vl. ‘1’11(’ IIOr[llid au(lit tritil provi(hvl I)y

Illost op(’raling sysl(’ills is far lllor(~ lls(~flll for this pllrp(m(~ t]liln it is for (lc-

I(v’tirlg irltrllsir)lls. I’IV(III i[;tsyst(vll j)rovi(l(’ss llflici(’llt all(lit (Iiltil to(ll’t(’cl

illtrl]sions, it will still II(! I\(tr(lss;\ry to (’ollvcl th(! Stall (lilr(l illl{lit, data to

slll)l)orl (laril;lg(~ ;Iss(,ssrll(lrlt,,

A S1)ccific I’rol)lnrll



pmfdrmancc, billing, and dam,agc~scssmcnt (Iatallorlilfill ycollectc(l.

For e.xamplc, many early penetration scenarios for Digital I?quipmtmt

VMS * systems dcpcndcd on using various techniques to acquire privileges

that were not granted when the user signcil on. Most of these intrusions

would bc dctcctml (not necessarily in real time) by auditing changes to

a process’s emcctivc and permanent privi]cgc masks. [Jnfortunatcly, those

changes do not produce audit records. For an cxarnple in a completely dif-

ftwcnt system, consider CLIC’s NOS 2 operating system. In NOS, many

pararnctcrs in a job’s ccmtrol point area, such as t hc rcfcrencc address and

field Icngth, should never change during ,any of the job’s execution interv~ls.

If the operating systcm were modified to create an audit record any time

t hmc parameters changed there would bc a greater chance of detecting in-

t.rusions in real time. Similarly, systcm specific analysis of each operating

systcm will yield ,addrcsscs, cwmts, types of accctis, or process or systmn

flags that r+hould bc audited. %mlc itmns will cnhancc the ability of any

i~[ldit aualysiti mechanism to detect unusual hchavior, and some may CVCII

servo ~ re,al-time indicators that a penetration is in progress.

‘l’his paper w- originally motivated by trying to solve a specific prob-

Icm that arirms in export control. ‘1’hc problem iH to mllow installation of a

computer systcm at a spccilic site wi~h the condition that it not bc usml to

fiolvc problems in a given proldcm cltz.s. For the purposes of the proldmn

under discussion, it can be assumed that the site is not intcrcstcd in run-

ning progr,ams within the proscribed class, hut some of the users might be

intcrcstcd. ‘1’bus, wc can assume that the site management will not try to

Hubvcrt the protection systcm. T’his mcarts that tht? physical ~ccurity pr~

vidcd hy the sitr can bc used to protect the monitoring sys:mn from physical

i~ttil~k and th,at ~additional physical security is not nccdcd. If, however, the

sito nlauagcmmlt is not trusted, addiliond prohhvns of physical Hccurity, irl -

togrity of tho audit mechanism, and Collllllllllicati[lns arc introduced, which

ilr(’ outsid(” of tllo Hcopr (}f this dificussion.

Wit h lninor wwialions, this prlWm dwwri ptinn also fits Illillly r.(mlm(*r-

rinl illl(l govcrnmunl Silll;d.i(ms. ~\ny compulw ~y~twn timliratwl to ono or

;I slll;dl till llll)[~r t)f :q]plir-;ktiollfi rt)lllt[ ho mollitim~~l t[] [lrl(~cl wllct Iwr th(rs(t

1VMS is a ‘1’rmlmnnrk of I)igitnl Kquipm-nt (brporaliou. Ilr”fmvlcc 10 V hlS hrrc i~

Nol intllullrd aa n iliHparngcmmrl or lIIC syHbm in any wny, Vhl S includiw many ~crurily

h’;llurfw and hiw twrn rmtml ( 2 hy ttm NaLional (hmputm Smurity ( hntm [N(2+( ! ~tl].

“JNOS i~ a trmlmnfirk O( ( ~ontrol !hLa ( brporalim. NOS, Iikr VMS, indudvH many

w.f.urily bdll rvm aml hiw ahw rcm,ivmi a ( ?2 rating from th(! National ( hmpvtrr Scrwrily

(’t.nh.r [N(!S(! H(i].



il~)l)]irat.iorls Or SOnlCthin~ (’]S(’ iS rllnrlill~.

\Vit, h the definition of ‘:irltrusiorl”’ givrn in lh(I I)r(’vious section, t]lc prob-

101]1 is to (Ictcct an intrusion by a system insi(lrr: ;L us(ir who apprars to I)(I

1(’gitimiltc but who has gone beyond the authorization grilllt~(l to him or I](’r

for use of the system. I[ow to respond to a detected intrusion is not a part

of thv I)rol)]cm considered here. ‘l’he response i)olicy must bc dcvisd I)y the

proprietors Gf t he specific systcm and may vary from time to timcm I’ossi t)le

responses m]k;ht include manual intervention I)y the security officer, termi-

nating th~ offending process immdiatcly, or turnitlg cm additional auditing

capabilities (or intcl]igcm~fi d]cction.

‘1’hc assumption that the site management can he trl~stcd is valid in

many cases in export control. In particular, it is valid wllcrc a system is to

Lc dclivcrcd in a friendly country and export restrictions can bc written that

allow for periodic inspections. This assumption allows for several simplifi-

cations in implcrncntation. 1+. is possil)lc to choose mechanisms that rnakc

usc of physical security provided by the site and to ignore the fact that the

ll]echanism could be dcfcatcd given physical access to it. ‘1’bus, wc i~~sll IIIC

that physical access to the mechanism by the intruder is not a problem and

wc need only clcsign the mechanism to prevent access Ilsing the moni tor.:d

sjstcm. For the same rc~on, the capability of the systcm to rcspolld Cm

I)c Iimitm] to locaf reporting of a suspcctcd intrusion event, the rncchanism

ncd not bc able to implement the entire response policy. Local notification

is sufficient if the security staff is al)lc to rornplcte the response.

Usage Monitoring

our approach to solving the prohlcrn posc(l id:ovc is to monitor the ;Lctivity

on tll(? In;l(:llin(: I)y ol)s(!rving crilicid Sj/SLclIl ])iLriLlll(!t(}rS. If il pattern of

;lcl. ivit.y, (l(!tc~ctd ;is (Imcrilml below , nppwrrs that is rhari~c(cristic of th(’

I)roscril)w] class of prol)lorl]s, ;111illilrIrl is ri:iSc(l for response by th(! sccl]rity

()[]iccr. As an a]ternativc 10 (l(l~l:kii]]g t]li~l a syst(’rll [llust not proc(%s l)rol)-

lortls ill il ])ilrlirlll;r.r (“lilSS, it W’ol]l(l 1)(’ l)ossil)l(” to (1( ’clar(! tll;ll illl I)rol)l(}nls

procvsscd rIlllst fa]l Witllirl a spccili(vl rl;Iss. III th(I firsl (“w’, an alarrrl wOII](I

])(1 r;~S(d if ])roCf}SSill~ WW\ (lV(}r ([(*hWh*(l Wil]lifl t]l(l Sl)(TifiW! (_Iilss. Ir) [.ll(}

s(vxlll(l, tll(, ;Llfirrll Woll](l ocr-llr if pror(~ssillg {Tv(,r loft I,ll(i sporifi(vl class. Ill

I)r)t II r;lscs, I,ho rllcrl)iMli Sill is t)asically lh(~ :;)rr]ll,

‘1’11(’ l]sag(~ Illollitoring” apl)rr)ach is I)a.. (’(l on tll(! i(l(’a th;Lt s.yst(’111 par;lrw

(It(lrs Sllf.11 iLS VOIIIIII(* of ill[)llt, vOIIIHI(I of olitpl] t., p:lging r;lte, working s(’t
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sixc, systcrn ca] ]s USC(], mean time hctwccn systoiil calls, and average pro-

gram counter value can be used to distinguish hctwccn different programs.

While this assertion h,as not been cxpcrimcntally verified, and that should

bc carefully done, the phenomenon is well known to people who ren-mml)cr

corn pu tcrs with lights on the console. Everyone h= heard stories of opcra-

wrs who were so famili; ,“ with their particular computer system that they

could Al what job was running and what stage it was in by the way the

lights flashed and by the sounds the machine made. While modern comput-

ers no longer have flashing lights, it is ,msscrted that particular programs can

still he dctcctcd by their (Iifbrenccs in behavior as they run.

‘1’h(J i(]ea can be carried ONC step fu rthcr to russcrt that programs with

similar functions will have operating characteristics that are similar. This

is reasonable since programs that have reached the robustness an(l stal)ility

required for production use tend to be continuous systems: small modifica-

tions to the program tcn(l to produce small modifications in behavior. Thus,

two programs that SOIV(’ l~y(lrodynamics problems will hav~ similar opmat-

ing characteristics and would both bc identifiable as a “hy(lro code” and not

mistaken for the accounting program. Each such program h,as a ‘kernel”

that dots the essential computation and a housckccping portion that sots

IIp an(l controls t!le problem. Spccilical]y, the iumcrtion is that the kernel

will I)c distinguishable from the hollsckccping code by its behavior, and that

kcrnds for different types of programs can be distinguished from each other.

We propose construction of a Machine Usage Mol,itoring System (M[JMS)

in Lllrcc separate steps. First, an aildit capture and analysis system is con-

structc(l and instdlcd. Most of the techniques mentioned in the Intro(luction

ro{ll(l I)c cmployc(l. Some security rcquircmcnts for the proldcrn of interest

will I)c (Iiscllss(l(l in the next section.

SCCOII(I, cxp(~rimcllts ncc(l to t)e run on the monitored system or iL similar

op(~rating systcltl wh(; rc problems i n t hc proscribed (or (1( ’nlandcd ) cl,ass arc

1)(’ing run. ‘1’1)(’ cxpcrimcntal oprrating systcm has to I)(? instrllmcntm] to

r(’l)ort int(’rll; d ..ystcr]l p;tri~lll(~tcrs of pot(lnt. ial illtcr(’st. After a n~ltilb(”r of

lrii L!S, ii Stalislical allnlysis is j)crformd to identify the systxrn l)il.r;llllct(’rs

I)llst ill)]() to c]lilrilCtcri7,(] tllc prr)l)lcrll tyl)(! to I)(! i(l(~ntifi(!(lt

‘] ’hir(!. i)ll~(} tll(’ rlloSt Il!i(’fll] SySt(!Ill l)iLI’iLlllPt(’R4 h;lv(i 1)(’(’:1 i(~(’llt.ifi(d, ii

is rl(’r(’ssary to nlo(lifmy 111(’ host ol)(8riltirlg Systclll S0 tllilt tlh(!sc l)ilri\rll,’l,(lrS

;Ir(’ r(’pr)rtv(l to tt!(! illl (lit captllro rll WhilrliSill. Irl l)rilcti (l’, the systvlr) Wolll(l

1)(1 lil(]ililio(l to rfll)ort r]];tI)y Illr)r(’ l)ikrillll(}l(lrS tlliLll tllos(” initiidly S(]l(tct.(}(l,

‘1’h(’rv ilr(’ S(’V(’rill r(’ils(lrls for this. ‘1’11(’Wl(’rt(’(t sot Illiglll Ilot 1)(’ (’X;lClly tll(’

1)( St rlloir(~ for tll(’ ol)(r;ilir]g syst(’rll lj(~ifl~ illl(lif (’(1 , ;111(] i’rlollgll Iloxil)ility

s



sliould be retained to change Lhc parameters USC(I if that proves a(lvisahle.

Second, it will almost certainly bc desirable to add additional program prw

files using difrcrent parameters at some later date. And finally, collection

oi more data than arc actuidly USC(I will make it more difllcult for an in-

truder to defeat the system by controlling the pcrforrnancc parameters of

lhc intrusive job.

As previously indicated, each operating systcm will have systcm or jol)

data that should rcm.ain unchanged for definable periods of time. Changes

to some of these critical data items might be direct indicators of an intrusion

ill progress. ‘1’hc operating systcm should be mo(lificd to audit these critical

parameters as Well.

Finally, the au(liting granularity nce(l not bc the entire machine. It may

riot bc acccptahlc merely to (Ictmt that the machine is doing something

outside the ,acccptml list. It may often t)c ncccssary to discriminate acccpt-

al)]c from unacccptab]c program behavior on a pcr user or pcr port t)asis.

K;~rgcr’s i(lca involvc(l making the user shell a participant in responses to

unusual activity. Onc of the simplest ways to (if) this is to modify the shell to

report “interesting” information to the audit mechanism. ‘~hc shell can then

I)cr.omc a participant t)y report.ing information about its own identity and

;lctivitics to the audit mechanism. ‘1’hc shell would also have to he moclificd

so that it could rcspolld to a fcw simple requests made over an intcrproccss

communication link from the audit mm-hanism to the shell.

Audit Capture

‘i’hc l)il.sic sorurity rcquircmcnt for the audit capture mechanism is thi~t is

nlust colloct all relevant audit nlcssiips issur.d by the monitomd systcm an(i

not allow (Iirvl access to the rccor(ls to any process operating on the au(litc(i

IIlacllinrn rrhccaptllrc of illl(lit r(words c;m 1)(’ accmnplishml in scvm:Ll ways.

‘1’11(1sirllp]t%t and lnost corllm(m way is for a systcm proc(w that rr(mtos

;Llldit 111(’SSii~(’S to wrilc tll(’111 (Iiroctly to it ~llc or ;L prmlefin (xl section to

,Iisk k(’pl OH tile syst(?fll. ltccords rrc;kt(l(l ill this Wiiy may I)(’ slll)j(’ct to

Illo(!ifici LtiOll I)y :1 rlcw’r intrl:d(’r, :111(1it IlliL~ 1)(! possil)lc for th(’ iritrll(l(’r to

c(~rrlll)t or (Iisal)l(l tll(~ lll(~ClliLllj Sll) that cr(~;d(w the records.

;\ s(IrofI(i 111(’tho(] is lr) write t]lc ;Ill(iit r(’(’or(ls to al] autollomo!ls” syst.(’111

vi:. ;L nvt,w~)rk r(mll(’cti(m of sO1l)(”sort. ]“or VX;LrIIp]o, the ;Ll!([it l]lik~]ii]l(! nlig]lt

i)(s (.ollll(}(’t(’(i to a t(’rll)in;d or 11(’lwork I)ort on th(! Illollitor(’([” lll;Whin(’. If lh(’

;Ill(lit c;q)tltrv aoc(~l)ts ol]ly t(’xl or l)r(vlofill(’(1 tn(’ss; lg(w frolll 11)(: lnonitor(’(1”



systcm, it should he possil)lc 10 protect the audit data from (Instruction or

modification by users oporati ng on th(~ monitorm] systornt ‘1’his mctho(l is

still susccptit.de to being turned ofr I)y a c!cvcr intru(ler. In the ;mthor’s

opinion, this is the minilnum that must be (]onc to provi(lu a sccllrc audit

mechanism.

A third possibility is to crcatc i~ monitoring syst(!m ~hat hiiii direct har(l-

ware conncctirms to the monitored syst(’m, ‘1’his would allow the m(mitrrring

systcrn to pcrbrn) ttw auditing func.t~i>n (!ircctly and WOUMnnt he susccpli -

l)le 10 (Iisrllption I)y ;Lll il)lru(l( ’r. ‘1’his IIl(!t!:ml, howmwr (](’%irilh](!, r(vlllir(vi

It!o(li!ication to th(! Illollitor(d” syst(’lli , illl(l Illily, th(!r(!forc, 1)(! too” mnlpli-

rilt(d .0 in]]) lvll)(!nt ill most (’ilff(!S.

W(’ ollvision” inlp](lnwnting th(t M [) MS on il !i~pi~r~t(! marhinc ,as it) tho

s(~cOIi(l lt)(~ttlo(l i).ho~(~. lJiSilMill~ 111(’ allflit nl(whanisrrl is il pot(!lltial proh-

1(*111, l~ut th(’ M[JMS WI) IIIII })(* (1(’signv(l to ;darrll if a contirluing flow or

;Lll(lit rrl(’ssagos were not r(wiv(d. ‘[’his (Iocsrl’t sr)lvc lII(! prol)l(!rr) I)u L ([(w

r(vluir(’ tll(” irllru(lor to 1)(’ lrlorc sol)llistli~ilt(’d thml to sitlll)ly (Iisahl(’ tlI(I all-

(lit 111(’cllallisttl. I)(~Cilll S(t ()( th(? awilfmption that th(~ systorr] l)rol)ri(!tors r-;lrl

1)(! truslmd, phySiCiLl s(wurity 1)(’yr)ll(l Illilt [)rovi(l(~(l for th(? Il)ollitt)r(’(1 syst,onl

is rmt n(w(l(vl.

Irl ;t(ldition to c(dl(’ctillg ;Lu(lit (Iilta iin(l ;Lllilly?, illg it w it :wriv(ls, the

hl [lhl S w[)ulil l)rovi(l(t s(’v(*rd otll(’r faciliti(vi. For (’xaIllpl(’, it will ho 11(’c,*s

Silry 10 irl St;lll, rllo(lify, ;Ml(l (l(~lot(~ jol) or syst(~lrl proli](~s. [t will I)c r~(~c(~s:;;try

l,) l){’ :11)1(’to sp(wify th(~ r(tspollsv [)olir-y. l)ilr~~r[’ilt (I(tt(x-t(’(1 irlci(l(!nts woIil(l

t’rlg(~rl(l(!r dilr(’r(~nt rvsi)ons(vi. ‘1’11(’~:ll)ill)ilil.y to fr(’;lt(’ nvw i)roRr:llll I)rofil(ls

wolll(l allow thv syst(lrll to ~row with (“ll;~rlgill~ rl~(lllir(’tt)illlt.s ill tho Irlonitor(wt”

Syst(’111.

Conclllsion
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M()(lify tll(’ (q)(’r;tti IIg syst(m to iLll(!it illlcrl lid Stilt(’ an(l p(’rform:u)c(”

illform,LlioIl s(’l(wtd (or its al)ility to (Iisrrifllinat(’ 1)( ’tw(w[l ;ulthorizo(l”

and lllliLlltllori Z(d w-tivitics ():1 the Syst(!m.

Select. the opcr:iting syst(’111 status data by r.r(!ating bchavior,al I)r(>

fil(~sof: Li]tlloriz(’(1” ;Lct.ivitics. IIui](l tll(’ iLu(lit n)(!climnism so tllal it is

ilb](! to I)rofll(q jol)s ilS th(’y run :1:1(I comp;w lhcir profihw with thos(”

pr(!vimls]y ix)nstruct(!(l for ;mtli(;riz(vt acl,iviti(’s.

M()(lify tlI(l us(~r sl)(’11 progr;m or COIIIIII;UI(I l;kIIgIIiqq’ illkrl)r(’t(’r to

N(m(’l)t lll(lSSil~tl S frolll th(} au(lit [~1(’rh:ulisl]l S() tll;lt it ~illl I)(TO 111(8 ;111

ar. tiv(’ l):krt of th(! inci(l(tllt r(~sl)ons(” Ill(wtlanistll.

‘1’og(’lhcr Lh(vw prop(xs;Lls could l(m(l to ;k mor(’ aul(m)at(vl, more (’flh-tiv(~

;llldit l]](}~l)itllislll Wit]lout forcing lli(~ s(’rllrit,y of]ir(ir 10 ;dlo(’;tt(” :LII ;Lv;lil; d)i(’

~llrort 10 r(’;l(ling :Lll(lil tr:tils.
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